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B. MTIPS Risk Management Framework Plan [L.29(3)(b); 
C.2.8.4.5.4; NIST SP 800-37]  

Verizon has an established, proven record in information security risk management 

utilizing the National Institute of Standards and Technology (NIST) Special Publication 

(SP) 800- series guidelines including, but not limited to NIST SP 800-37 Rev. 1, Guide 

for Applying the Risk Management Framework to Federal Information Systems: A 

Security Life Cycle Approach. Verizon has long recognized the importance of managing 

information security and system risk and was an early adopter of both the initial NIST 

SP 800-37 and subsequent Rev. 1 as best practices not just to manage but also to 

minimize risk. Indeed, in its government business, Verizon has successfully worked with 

the General Services Administration (GSA) on numerous service programs including, 

but not limited to Managed Trusted Internet Protocol Service (MTIPS), Networx, 

Washington Interagency Telecommunications System (WITS), and FTS2001. To date, 

Verizon has been granted numerous Authorizations to Operate (ATOs) based on NIST 

SP 800-37 Rev. 1. As a service provider, Verizon monitors  the risk to many U.S. 

agencies,  

 

 

 

  

Verizon has worked closely with these government agencies to implement the 

processes identified in the NIST Risk Management Framework (RMF). Verizon’s 

significant experience in this area has provided Verizon with a solid understanding of 

the NIST RMF and GSA-specific requirements as defined in the GSA CIO P 2100.1 

GSA Information Technology (IT) Security Policy and the GSA CIO IT Security 

Procedures and Technical Guides. Verizon has worked in concert with GSA on the 

previously mentioned programs to implement the processes identified in GSA CIO-IT 

Security-06-30, Rev. 7, Managing Enterprise Risk - Security Assessment and 

Authorization, Planning, and Risk Assessment. This MTIPS RMF Plan outlines how 

Verizon will leverage its deep agency-specific RMF experience in implementing MTIPS 

under the EIS program. 
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B.4 Information System Overview 

The MTIPS program provides Trusted Internet Connections (TIC) – compliant managed 

security services through the Networx contract vehicle. The objective of the MTIPS is to 

enable federal government agencies to physically and logically connect to the public 

Internet and/or other external networks in compliance with OMB’s Trusted Internet 

Connections (TIC) initiative (M-08-05) announced in November 2007. MTIPS facilitates 

the reduction of the number of Internet connections in government networks and 

provides standard security services to government users. For government agencies, 

MTIPS is a bundled solution with the service options to add additional features to 

enhance the end-to-end service offering. 

Verizon MTIPS is a robust offering under the federal Networx Universal program that 

uses secure IP portals to meet FISMA requirements. The Verizon MTIPS Information 

System is designed to meet and exceed the MTIPS SOW and associated contract 

requirements established by the Department of Homeland Security (DHS) TIC 2.0 

Reference Architecture. It provides a full suite of core security services such as 

managed firewalls, intrusion detection and prevention, anti-virus and e-mail scanning 

services, along with connections to the public Internet that are redundant, highly 

available and scalable. Verizon’s Private IP service, the key building block of MTIPS 

transport, is a physically separate infrastructure from the public Internet, and securely 

connects federal agencies to the TIC portals. In addition, Verizon MTIPS is TIC 2.0 

compliant and has been incorporated within the MTIPS offering, providing flexibility for 

agencies to design and add custom features around the basic services.  
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B.6 The Verizon MTIPS RMF Process 

For more than 10 years, Verizon has followed the Security Authorization Process 

(formerly Certification and Accreditation (C&A)) process defined in GSA CIO-IT 

Security-06-30 Managing Enterprise Risk - Security Assessment and Authorization, 

Planning, and Risk Assessment. As specified in Rev. 7 of GSA CIO-IT Security-06-30, 

the Verizon MTIPS RMF process is based on the NIST Risk Management. The Verizon 

MTIPS RMF process is a documented and repeatable framework that is central to the 

System Development Life Cycle (SDLC) that will be used for the MTIPS offering. 
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Figure B.6.1-1. CIA Security Objectives (44 U.S.C., Section 3542) 

 

Figure B.6.1-2 shows the security categorization process defined in NIST SP 800-60 

that Verizon follows. This four-step security categorization process drives the selection of 

baseline security controls and helps determine the information system’s CIA security 

objectives.  

Figure B.6.1-2. Security Categorization Process  

 

Described and illustrated in Figure B.6.1-3 below are the three levels of potential impact 

on organizations or individuals should there be a breach of security (i.e., a loss of 

confidentiality, integrity, or availability). As shown in Figure A.6.1-3, each information 

type is assigned a potential impact level of Low (L), Moderate (M), or High (H) based on 

the potential impact of a security breach on organizations and/or individuals. 
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Figure B.6.1-3. FIPS 199 Categorization Definitions. Potential Impact Levels 

 
[Ref. NIST SP800-37 Rev1, SP800-39] 
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. A high-level overview of the methodology is represented in the 

Figure B.6.4-1. 

Figure B.6.4-1. Typical IT Security Assessment Methodology. 

 

As illustrated in the figure, a typical security control assessment is conducted in three 

phases, the Pre-assessment, On-site Security Assessment and the Analysis & 

Reporting: 

 Phase 1 Pre-Assessment Phase: During the Pre-Assessment phase, the 

Information System Security Manager and the Security Assessment Team plan the 

necessary details of the IT security assessment. This activity confirms that the scope 

of the assessment is mutually agreed upon, the assessment schedule and on-site 

plan is defined, information sharing takes place, and logistical issues are addressed. 

This phase verifies that the assessment will be carried out in an efficient manner and 

the goals and objectives of the assessment will be satisfied. Generally, the Pre-

Assessment activities begin approximately four weeks in advance of the On-site 

Security Assessment Phase. 

 Phase 2 On-Site Security Assessment Phase: The on-site phase of the 

assessment typically takes a week to complete. During the on-site assessment, the 

Security Assessment Team reviews key documentation provided by the staff, 

interviews key personnel, and performs network vulnerability scanning and technical 

security configuration reviews based on the scope defined during the Pre-
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Assessment Phase. Scans will be performed as an authenticated user with elevated 

privileges. 

The Security Assessment Team also evaluates current practices based on the 

recommended IT security safeguards described within the NIST and GSA 

Information Security Framework. The Security Assessment Team also evaluates the 

management, operational, and technical safeguards currently in place in order to 

determine where risk is present, and meets with stakeholders to discuss any 

preliminary observations made during the assessment, to answer any questions they 

may have, and to identify the next steps within the security assessment process. 

 Phase 3 Analysis and Reporting: Following the conclusion of the on-site 

assessment activities, the Security Assessment Team performs detailed analysis of 

the information collected and observations made to develop detailed, actionable risk 

mitigation recommendations. Observations and recommendations are presented in a 

prioritized order based on the estimated risk. For each of these vulnerabilities, the 

report provides recommendations to either eliminate or reduce the risk presented by 

the vulnerability. Once the on-site assessment has been completed, a draft will be 

provided to GSA in approximately three to four weeks. GSA will then have the 

opportunity to review and comment on the draft. Delivery of the final report should 

take place approximately two weeks after the comment period is closed. 
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B.7 Key MTIPS Security Deliverables 

 

 

 As specified in Section C.2.8.4.5.4 of the EIS RFP, Verizon will 

create, maintain and update the required security A&A documentation for the MTIPS 

offering. 

 








