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ExecutiveSummary

Introduction VerizonCommunications Inc. (Verizon) is a holding company that, acting through its
subsidiaries, is oneof theworld’s leading providers of communications and
technology products and services to consumers, businesses andgovernmental
agencies. The company’s customers range from individualwireless consumers in the
UnitedStates to globalmultinational enterprises.

Verizon is committed to operatingwith respect for internationally recognized human
rights, as set forth in itsHumanRightsStatement. Verizon’smost recent
Environmental, Social, andGovernance (ESG) prioritization assessment identified
our human rights policies andpractices as foundational to the company’s ESG
management strategy, alongside business ethics andgovernance.

In 2018, Verizonwas the first company in theworld to commercially deploy amobile
5Gnetwork. Today, Verizon offers 5Gnetwork service towireless consumers and
businesses in theUnitedStates. In addition, Verizon offers a5GHome Internet fixed
wireless access product to individual consumers in theUnitedStates, 5GBusiness
Internet andprivate 5Gnetworks for enterprise customers in theUnitedStates, and
private 5Gnetworks in certain internationalmarkets.

What is5G?

5G is the fifth generation ofwireless technology. 5G introduces connectivity benefits
that enable newbusiness uses anddevelopments, and enables faster consumer
access to information, products & services. 5Gbrings faster speeds, lower latency,
and the ability to connect large numbers of devices to themobile network in a given
geography. Significant technological developments that rely on5G include
connected vehicles, smart communities, industrial IoT, and immersive education,
amongmanyothers.

Verizon builds andmaintains 5Gnetworks andprovides5Gservices to consumers
andbusinesses. As a network operator, we are onepart of the broader technology
ecosystem that is involved in bringing5Gand the applications thatwork on5G to
consumers andbusiness customers. This ecosystem includes device chipset and
hardwaremanufacturers, network vendors, and companies that develop
network-enabled applications.
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Overviewof theHRIA

Beginning in 2020andconcluding in 2022, Verizon’s Business&HumanRights
Program (BHRP), an in-house teamof human rights lawyers, undertook a
comprehensiveHumanRights ImpactAssessment (HRIA) of 5Gand5G-enabled
technologies to assess both the potential human rights impacts of 5Gandhow
Verizonmayormay not be associatedwith those impacts as a network operator.

ThisHRIAof 5Gand5G-enabled technologies sought to achieve the following
objectives:

● Gain a better understanding of the risks andopportunities of 5Gand
5G-enabled technologies fromahuman rights perspective;

● Clarify expected roles and responsibilities of Verizon as a network operator
within the5G technology ecosystem; and

● Informand support Verizon in executing its 5Gstrategy in away that respects
human rights.

Verizon engagedArticleOne, a business andhuman rights consultancy, to conduct
theHRIA. Verizon has prepared this executive summary of the assessment’s findings
and recommendations.

Methodology TheArticleOne teamcombineddesktop researchwith access to internal Verizon
documents. ArticleOne’sworkwas also informedby extensive engagementwith
both internal and external stakeholders. The assessment teamconducted interviews
with 18Verizon employees fromacross the company andwith 14 expert
stakeholders representing civil society, academia, international and
multi-stakeholder organizations, andpeer companies.

In addition, as part of the assessment, theBHRPandArticleOnepartneredwith
Verizon’s StateGovernmentAffairsCommunity Engagement team topilot listening
dialogues on the impacts andopportunities of 5Gand5G-enabled technologies.We
held twodialogueswith communitymembers inRhode Island. The first dialogue
included community-based leaders fromnon-profit organizations representing a
diverse set of rights holders, and the second included representatives of small and
mediumbusinesses.

PotentialHuman
RightsRisksand
Opportunities

AssessmentofRisks

TheArticleOne teamevaluated potential human rights risks related to network use,
network construction, and supply chain, and concluded that risks related to network
usewere themost salient risk area for network operators such asVerizon. 5G risks
related to network construction and supply chainwere foundnot to differ
significantly from risks in connectionwith business operations in the non-5Gcontext.
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Risk areas identified by the assessors as connected to 5Gnetwork use,with specific
focus on the useof 5G-enabled technologies, includedpotential impacts on the right
to privacy, the right to freedomof expression and information, the right to be free from
discrimination, and the right to personal security. Inmany instances, the identified
risks stem from impacts that, while not uniquely attributable to 5G technology,may
beheightenedwith the combination of 5Gandother emerging technologies,
including artificial intelligence (AI) and the Internet of Things (IoT).

Examples of potential risks thatmight be associatedwith 5Gnetwork use and
5G-enabled technologies could include:

● Risks to Privacy - 5Gmayenablemuchmore ubiquitous useof IoTdevices
and augmented/virtual reality environments, which could allow for personal
data collection in newways, in newspaces, andwith new levels of precision.

● DiscriminationRisks -While AI is not dependent on5G, 5Gmayenablewider
use of third-partyAI-enabled applications in themobile communications
space. Such third-party applicationsmay rely on unfairly biaseddata ormay
generate unfairly biasedoutputs. In addition, if there is unequal access to the
potential benefits of 5G, including access to 5G-enabled technologies, there
maybe a risk of awidening digital divide.

● Risks to Expression - 5Gnetworksmay allowgovernments to ordermore
precise network shutdowns,which could be targeted at specific groups.

● Risks to Personal Security - 5G-enabled applications could be usedby
repressive governments formore precise surveillance efforts, includingwith
respect to vulnerable andmarginalized groups.

For purposes of theHRIA, these riskswere identified in connectionwith the global
5G-enabled technology ecosystemandwere not specific toVerizon. In addition,
riskswere identifiedwithout consideration of Verizon’s existing or plannedmitigation
efforts andother potentialmitigating factors, including the fact that Verizon’s 5G
network deployment for consumers is only in theUnitedStates,where certain risks
may not be as prevalent as in other jurisdictions.

Verizon’sRelationship toRisks

TheArticleOne teamobserved that Verizon’s potential roles in the5G-enabled
technology ecosystemwill be diverse anddynamic. The assessors found that
Verizon’s relationship to the potential risks associatedwith applications using the5G
network use is, in large part, dependent onVerizon’s role in bringing use cases to
market.
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Inmost instances, aswith 4G, Verizonwill provide5Gconnectivity to enterprise
customers or individual consumerswithout visibility as to theways inwhich that
connectivitywill be used. In these circumstances, Verizon’s role and responsibility to
mitigate any such impactswill be quite limited.

In other instances, Verizonmay support enterprise customers as a technology
partner by enabling use cases poweredby5Gand/ormulti-access edge computing
(“MEC”), as providedby third-party cloud service providers. Verizon’s visibility to
5G-enabled use caseswill vary considerably. Potential examples of Verizon’s
different roles and level of visibility could include: selling 5Gconnectivity to systems
integratorswithout knowledge as to the ultimate end customers;marketing,
referring, and/or selling 5G-enabled solutions developedby third parties; and
developing or co-developing5G-enabled solutions.

Verizon’s level of responsibility for the potential impacts of 5G-enabled use caseswill
be highestwhen the companyworkswith enterprise customers or partners to
co-develop and sell solutions. In those cases, Verizonwill be expected to conduct
duediligence and should seek to ensure that appropriate steps are taken tomitigate
the risk of adverse impacts. Verizon’s level of responsibility tomitigate human rights
riskswill be lowest in instances inwhich its visibility as to actual or potential end use is
limited or non-existent. Verizon could seek tomitigate risks in such cases through
measures such as acceptable use policies or provisions, and through engagement in
collaborative efforts to develop industry guidance for responsible use of 5G-enabled
technologies.

As a network operator, Verizon should also continue tomaintain appropriate
governance andoversightmeasures to help ensure that potential impacts to privacy
and free expression in connectionwith government requests aremitigated.

CommunityPerspectivesonRisksandOpportunities

During the community dialogue sessions thatwere held as part of theHRIA,
community representatives noted that 5G is a powerful technology and that it will be
important to address digital divide concerns as part of the5G rollout.

Oneparticipant stated that “[digital] literacy is the issue.Wecanget themadevice,
but does the person knowhow to use a computer?Wehaven’t invested in that type
ofworkforce development.Wehave to take a step back because that’s part of the
puzzle that needs to be fixed.” Another observed “[t]here is a need to educate small
businesses and startups onwhich technology they needbased [on] their industry.
Many times, these businesses are overwhelmedwith choice andoftenmake the
wrongdecision. Also, they’re facedwith the expenses of upgrading their technology.”

Communitymembers observed that there is an opportunity for Verizon as a network
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operator to help promote both access to connectivity and to foster the skills
necessary for individuals andorganizations, including small businesses and
nonprofits, to use5Gconnectivity and associated technologies.

Recommendations ArticleOne’s recommendations toVerizon included:

● Develop principles andguidelines for responsible innovation anddeployment
in connectionwith Verizon’s provision of 5Gand5G-enabled technologies.

● Continue to integrate human rights commitments into internal
decision-making processes, including: duediligencewith respect to
customers, suppliers, and5G-enabled technologies; public policy strategies
connected to responsible and equitable 5Gdeployment; responses to
government requests; and climate changemitigation strategies.

● Continue to establish internal cross-functional teams to assess the risks
associatedwith 5G-enabled technologies and to escalate potential issues to
top-level decision-makers.

● Continue to engage industry partners, enterprise customers, external
experts, andpotentially impacted stakeholderswith respect to the human
rights risks, impacts, andopportunities of 5G.

● Continue to leveragedifferentmechanisms for communication and
engagementwith enterprise customers and consumers regarding the
responsible use of 5Gand5G-enabled technologies. Thesemechanisms
could include contract language, acceptable use policies, and guidance and
training onbest practices.

● Identify opportunities to engage inmulti-stakeholder forums to discuss
human rights issues (e.g., digital rights, inclusive andequitable connectivity)
relevant to the5Genvironment.

● Continue to identify appropriate opportunities to engagewith industry
partners andecosystemmembers on newandemerging issues at the
intersection of 5Gandhuman rights and to explore evolving roles and
responsibilities of corporate actors in the5Gecosystem.

● Continue to support digital inclusion by providing digital literacy resources for
students and small businesses throughVerizon Innovative LearningSchools,
and throughVerizon’s Small BusinessDigital Ready andSkillForward
programs.

NextSteps Verizonwill utilize the results of theHRIA to facilitate ourwork on responsible
deployment of 5Gand5G-enabled technologies, including by continuing to assess
our human rights governance andduediligenceprocesses.
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As led by theBHRP,weexpect our efforts to include: continuing to integrate human
rights considerations into product, vendor, and customer duediligence review
processes; continuing to foster agile cross-functional review teams to assess the
risks andopportunities associatedwith 5Gstrategy anddeployment and to escalate
issues, as necessary, for senior review; continuing toworkwith colleagues to assess
andmitigate potential risks in connectionwith government requests; and continuing
to assess and implementmechanisms to promote responsible use of 5Gby
customers.

Examples of efforts already undertaken include:

● TheBHRPhasworkedwithVerizonBusinessGroup lawyers to develop
processes to conduct duediligenceonpotential arrangementswith
third-party enterprises inwhichVerizonmay supportmore-sensitive
5G-enabled use cases.

● TheBHRPworkedwith an internal cross-functional legal team todevelop
guidance for use by productmanagers andproduct lawyers onpotential risks
associatedwith use cases involving facial recognition technology.

● Wecontinue to assess and leverageopportunities toworkwith colleagues
across the business to engage in public policy discussions and
standard-setting initiatives to promote deployment of 5Gand5G-enabled
technologies.

● Verizon isworking to implement features in the5G technical standards that
enhance the privacy and security of users, including the enhancedprotection
of user-identifyingmetadata in transmission.

● In 2021, Verizon joined theGlobal Network Initiative, becoming the first
U.S.-based telecommunication company to do so. TheGNI is the leading
multi-stakeholder initiative in the technology sector and adherence to theGNI
Principles has emerged as a global standard for the protection of rights,
including privacy and freedomof expression, in the technology ecosystem.

Looking ahead,wewill continue toworkwith partners and colleagues in the broader
5G-enabled technology ecosystem to identify and to seek to address the human
rights risks andopportunities of 5G.We recognize that other companies have, and
will, performHRIAs in connectionwith 5G, and that industry efforts are underway to
map the human rights impacts and responsibilities of different actors in the
technology ecosystem. In this context, we hope to be apartner in promoting and
enabling responsible 5Gdeployment.

6




